IR) BIG DATA INSTITUTE

Data and Digital
Transformation

Assoc. Prof. Dr. Tiranee Achalakul
President & CEO, Big Data Institute (Public Organization)



asoutr 80%

o o
DATA SCIENTIST, DATA ENGINEER, Data-Driven Nation

AND PROGRAMMER

BIG DATA INSTITUTE



I3) / missions

BRI DG E
Wwoulyvua:lsioya

IBVILASIK (nAlUTad ua:usanssw QIUNISOLAS1:KUDA
QU BIG DATA

v

BIG DATA INSTITUTE




Why iIs a Data System Needed?

Digital system is an enabler of accelerating progress towards
Efficient Government

¥ 5B 8

Improved Enhanced Transparency & Public Service
Decision-Making Efficiency and Accountability Delivery
interpret information to Productivity facilitate better record-

more effective policy and
operational decisions.

keeping to help agencies improve services by
demonstrate providing quick access to

accountability to citizens relevant information

reduces manual tasks,
streamlines workflows,
and minimizes errors
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Big Data and Al

* To educate and enhance training
procedures, Al needs large
amounts of data

* Big data analytics uses Al for
analysis.
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The Future of Athletics.
A Deep Dive into Al in Sports




Feature

Definition

Key
Capability

Examples

Human
Interaction

Traditional ML

Al systems that
recognize patterns
from data and make
predictions or
classifications.

Analytics - Utilizes data
analysis to inform decisions.

Data analysis, pattern
recognition, and

predictive modeling. Generative - Creating new
content

Regression models,
decision trees, and

neural networks for Agentic Al - autonomous
specific tasks like e . .
decision-making and action

fraud detection.

Tl

To find patterns in
data and make
predictions or
decisions based on
historical data.

Typically, it requires
human input for
training and periodic
retraining.
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DESCRIPTIVE ANALYTICS PREDICTIVE ANALYTICS
Explains what happened Forecasts what might happen
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DESCRIPTIVE ANALYTICS PREDICTIVE ANALYTICS
Explains what happened Forecasts what might happen
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Types of Data

Structured Unstructured

BIG DATA INSTITUTE



Data Tables

EMPLOYEES
e o S T
£1001 John Thomas 123456 1976-01-09 M 5631 Rice, OakPark L 100000 30001
£1002 Alice James 123457 1972-07-31 F  980Benyln, ElginIL 200 80000 30002 5
£1003 Steve Wells 123458 1980-08-10 M  291Springs,GaryiL 300 50000 30002 5
JOB_HISTORY JOBS
£1001 2000-01-30 Sr. Architect 60000 100000
£1002 2010-08-16 200 5 200 Sr.SoftwareDeveloper 60000 80000
£1003 2016-08-10 300 5 300 Jr.SoftwareDeveloper 40000 60000
DEPARTMENTS LOCATIONS
m

Architect Group 30001 L0001 L0001
5 Software Development 30002 L0002 L0002 5

: L0003 7 °
7 Design Team 30003 L0003 : ; I g)
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Improve Talent
Acquisition '

Increase Staff

Retention

Improve
Employee
Experience

HR
Analytics

Identify Skill g;?
Gap \

,'

Increase <
Workforce j’
Productivity 'DEIQE):}

,/
I’,

N High Value
\\ High Risk

Low Value
High Risk

Low Risk

P

Targeted churn intervention

Segment Employees by “value”

Train Model to recognize churn behavior

patterns
Use “model” to Identify churn from HR
transactions
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Historical data - : Model to find churn

Al / Machine Learning
= patterns

True | Red ReSIgnI
6 True | Blue Stay

s

Employee
Data Set

By studying
patterns in
previous profiles,
a mathematical
model can be
built to predict
the probability

Resign I

False | Red

Training data have all values specified Model is deployed

Use
New applicant

X z |class
30 |false | Red

New data item has
class value = “unknown”
(e.g. Will the employee resign?)

Churn,
Probability: 0.78

Software B).



Objective

Behavioral
and
marketing
segments

Customer Segmentation
Data Preparation Segment Profiling

Browsing Variables Luxurious Buyer

Monthly Total Spending | @ ?7P777? &
Browsing patterns

o —®
2
LB Convenient Buyer

Brand Royalty

Search

Page view

Product views

Product category Deal Seeker % ™ @,
. . ~ a 0O
Product Review / rating — | PN - Sl @
read and write o ﬁ“ ‘.
Etc. iy
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Find frequent diseases that occur
together in an area with Market-
Basket Analysis

S T
ymmm nn"---v--\-"--"--v--.-r--q"-.--'--"-.-n-i- -------------- .O -------------- O ................
e e
£ | i |
S
% Abdominal pain | ________ O ------------- O- ------------- O ------------- 0 ------------- -O ---------------
S E : ! ; :
*
Amoebiasis  Amoebiasis, Amoebiasis, Amoebiasis, Amoebiasis,
Botulism-Wound  Botulism-Wound, Botulism-Wound, Botulism-Wound,
1-item Brucellosis Brucellosis, Brucellosis,
frequent set  Z-item frequent Campylobacteriosis  Campylobacteriosis,
set 3-item frequent Ciguatera
set 4-item frequent set
S-item frequent set
FREQUENT DISEASES —» I g)O

https://link.springer.com/article/10.1007/s13198-021-01298-2




Log Files

* auth.log ;ﬂn
an

» dpkg.log  3an

» maillog 72"

Xorg.0.log ;:2
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

. a record of events that occur on an

operating system (OS)

virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-uvbuntu-146
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16
virtualbox-ivan-ubuntu-16

syslog

i Q

kermel: [ 112.397183] 150 9660 Extensions: RRIP_1991A
udisksd[3686]: Mounted fdev/sr@ at [media/ivan/VBox_GAs_5.2.2 on b
dbus[742]: [system] Activating service name='org.freedesktop. fwupd
org.freedesktop.fwupd[742]: (fwupd:3881): Fu-WARNING **: Falled to
dbus[742]: [system] Successfully activated service 'org.freedeskto
pulseaudio[3595]: [pulseaudio] bluezS-util.c: GetManagedObjects()
gnome-session[23BB]: ** (unity-fallback-mount-helper:36E2): WARNIN
org.gnome.screensaver[2008]: ** Message: Lost the name, shutting d
org.gnome.zeltgelst.Engine[2008]: Performing VACUUM operation... O
org.gnome.zeitgeist.Engine[2008]: ** (zeitgeist-datahub:4885): WAR
com.canonical.Unity. Scope.Applications[28688]: Error loading packag
com.canonical.Unity.Scope.Applications[20608]: (unity-scope-loader:
gnome-session[23B8]: [fvar/lib/dpkg/lock:

dbus[742]: [system] Activating service name='org.debian.apt' (usins
AptDaemon: INFO: Initializing daemon

org.debian.apt[742]: 19:13:14 AptDaemon [INF0O]: Initializing daemo
dbus[T742]: [system] Successfully activated service 'org.debian.apt
AptDaemon.PackageKit: INFO: Initializing PackageKit compat laver
org.debian.apt[742]: fusr/lib/python3/dist-packagesfaptdaemon /works
org.debian.apt[742]: from gi.repository import PackageKitGlib as
org.debian.apt[742]: 19:13:14 AptDaemon.PackageKit [INFO]: Imitial;
AptDaemon: INFO: UpdateCache() was called

org.debian.apt[742]: 19:13:14 AptDaemon [INFO]: UpdateCache() was
gnome-session[23BE]: (gnome-software:3733): GLib-GObject-CRITICAL
AptDaemon.Trans: INFO: Queuing transaction forgfdebianfapt/transac]
org.debian.apt[742]: 19:13:14 AptDaemon.Trans [INFO]: Queuing tran
AptDaemon.Worker: INFO: Simulating trans: Sforg/debian/fapt/transact;
org.debian.apt[742]: 19:13:14 AptDaemon.Worker [INFO]: Simulating 1
AptDaemon.Worker: INFO: Processing transactioen forg/debian/fapt/tra
org.debian.apt[742]: 19:13:14 AptDaemon.Worker [INFO]: Processing 1

B)
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Ransomware

Malicious software designed to
block access to a computer system
until a sum of money is paid.

* Al can help automate parts of the defense process - research
targets, identify vulnerabilities, and encrypt data.

« Ai can analyze vast amounts of data to identify patterns and
anomalies that may indicate potential ransomware activity

* Al can simulate ransomware attacks to test a system'’s resilience and
readiness, and to identify potential vulnerabilities.

BIG DATA INSTITUTE



Image and Voice Data

User Input Cloned Voice

Machine Learning

Al model trains on
user’s data to Once the model has trained
on the data, the voice is
prepared for synthetic speech
generation

User record or uploads
audio data

Feature Acoustic
Extractor Model
Limguistic
Features Features

Vacoder

B)
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Person #0 Head . T

- | -Facef‘""‘
Hand cover coveﬂ

S 2

Safety Scenario

Safety
Helmet
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DOZE OFF DETECTION
With Al

Camera’s
shooting range

Supervised Learning

Driver-monitoring
camera

Use twenty second stretches of
driving data and the labels are
values of visually scored
drowsiness.

The goal is to predict future
dozing off

BIG DATA INSTITUTE



In addition to
face recognition,

emotion may be
recognized

0:3 / 1:45

LD TH MR iiiE 6

W 87%
Fi4 73%

20 40 60 80 100




Feature

Definition

Key
Capability

Examples

Interaction

Al systems that

| create new content,
such as text, images,
or data.

Content creation
based on learned data
patterns (e.g., text,
images, or models).

GPT-4 for text
generation, DALL-E
for image creation.

To generate new,
realistic outputs
based on learned
patterns.

Can work with or
without human
prompting, depending
on the task.

Analytics - Utilizes data
analysis to inform decisions.

Generative - Creating new
content

Agentic Al - autonomous
decision-making and action

B)
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Can you summarize the main points of

this PDF for me?

@

Of course, the main points of this e-book
involves highlighting the following key elements:

Research Question or Problem: Clearly state the
specific question or problem that the research is
addressing.

Background and Significance: Provide a brief
review of relevant literature to set the context for
the research, explaining why this question or
problem is important and worth studying...

coming soon

9:414

Chatbot App

| like Italian kitchen, what should |
cook for dinner? 7,

If you're looking for an Italian-inspired
dinner, you can't go wrong with
Spaghetti Bolognese.

Great! Now, give me the recipe _,,

Sure! Here's a simple recipe for

Chatbots

Generate an image of a futuristic

" car driving through an old

mountain road surrounded by
nature

13)
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A Personalized Chatbot
who knows your lifestyle as
well as your medical records
Advise on good behaviors
(Intervention)

Food Bot

Start Conversation

Should | drink wine

at a party tonight

g& glasses}
g )

Recommendation

Drink lots of

water

\& )
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Alex L

Simply add the Tactiq Chrome
extension and let it do the work for you.
As you speak, Tactiqg instantly converts
your speech into accurate text.

‘-f) Kse

—

Speech to Text %
Text to Speech

<> Create a chat summary

Mo need to worry about missing
important details or spending extra
time on manual note-taking. Tactiq
captures everything for you in real-
time so that you can focus on the
conversation.

@ Matt B

And that's not alll Tactiq can
generate a brief or detailed sum

B)
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Deepfake

StyleGANZ
Generated

a) Pipeline Overview

Rendered Image

Gen Al, like Deepfake, can be use for biometric authentication
Using Al to battle Al
Deepfake detection can identify Al-generated content

(realistic videos/images). Methods include forensic analysis,
biometric comparison, machine learning models

Base Edited
Expression Expression
Clip Text:
"Make hl_m smie” W8
Id1 , 3

Clip Text:
*Make hg sad”

=S CRl -

Clip Text:
“Make her mad”

Id 3

)
1
Wadit = W 4 AWmag

L]
b) Text Based Editing Ig)
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. Web Interface for Non-Coders Code IDE Plugins for Programmers
Gen Al for Coding e f 4

Model Workflow

v Documentation ¥ Good evening, Jeremy

_ i Please visualize the sales funnel progression from awareness to purchase
[ = . with  bor graph 50 | can identify conversion bottienecks.
'
W - A {
CA A W L e
nnnnnnnnnn

backend-structure.md

file-structure.md

frontend-quidelines.md

prd.md

Cursor: Refactor/Migrate/Upgrade

progress.md

project-status.md

1. Select appropriate Code Al What can | help you ship?
product for use case

2. Provide context
documentation and coding

Working Set (1 file)
index.html Open Editor

-+ Add Files...

|Edit files in your workspace

preferences gy 9 Claude 3.5 Sonnet (Preview)
3. Plan implementation Wlth Spaces: 4 UTF-8 LF {3 HTML ® Golive &  Spell  Prettier [
Gen Al step by step vO0: Drawing to Ul Copilot: Code Assistant
4. Execute code generations
incrementally - Overlook important details and cause loop of errors
5. Let the Al self-review and Limitations { - H.all.ucglatellack mgrgory wn:cjhou;cj gkr)eat ST
record progress - Limite cc?ntext window and codebase
understanding I;)

BIG DATA INSTITUTE

Cursor, Softgen, Windsurf, Wrapifai, Copilot, Lovable, Bolt, v0, Replit, MarsX, Claude, AmazonQ, Pear, Devin, Github Spark, IDX, Webdraw, Tempo, Cline, Continue, Databutton, Base44, Qodo, Aider, Rork



Gen Al for Dashboards

Generate basic dashboard

o Work @ @ | & Home]Microsoft 365 X | ¢l Powersl X | € DataAnalysis Track - Issue tracke. X | =+
& E () https://app.powerbi.com/groups/me/list?experience=power-b
Power Bl My workspace Q Search
R & My workspace €
Home
@ + New n Upload S@Z Workspace settings
Create
Dusidse u] Name Type Owner Refreshed
© s
Onelake
data hub 000 Logic Logistics Report Olanrewaju Oyinbooke ~ 6/30/22, 11:30:27 AM
;ﬁ ) Logic Logistics Dataset Olanrewaju Oyinbooke ~ 6/30/22, 11:30:27 AM
\PPs.
Q 000 Supplier Quality Analysis Report Olanrewaju Oyinbooke  5/30/23, 5:21:31 PM
Metrics
® 0o Supplier Quality Analysis Report Olanrewaju Oyinbooke ~ 5/31/23, 10:45:51 AM
Monitoring
hub - S = 5
@ Supplier Quality Analysis Sample Dashboard Olanrewaju Oyinbooke
=
Workspaces (©) Supplier Quality Analysis Sample Dashboard — —
S
My ) Supplier Quality Analysis Sample Dataset Olanrewaju Oyinbooke ~ 5/30/23, 5:21:31 PM
workspace
&) Supplier Quality Analysis Sample Dataset Olanrewaju Oyinbooke ~ 5/31/23, 10:45:51 AM
More.
0o Teams activity analytics Report Olanrewaju Oyinbooke  5/30/23, 8:29:10 PM

Limitations

Concerns regarding privacy when dealing

sensitive information

Commercial Products PowerBl, Tableau, Bricks, Grid, ...

Natural language query

(el (o) \ € Home | Microsoft 363 x \ G4 (1) Power BI | Microsoft Teams X i Power Bl X [ % DataAnalysis Track - Financial © X 4 PowerBI
o A «a O w (@) 3 https://app.powerbi.com/sharepointlist?spListld=%7Bd3f312a1-e9ce-44fa-9c87-4d5a28626d51%7D&spListUrl =https:%2F%2Flearn30days.sharep... & A @  []] o7 o
i @ @ , ,
Power Bl Untitled | Data updated 5/31/23 v
File v  View v H By A Fv = v
Q Filter by keyword =
&« Visualizations >
=] Build visual
Next refresh Enc 2
=
m
a
N/A =
— = Build visuals with your data
Select or drag fields from the Data pane onto the report canvas.
R e R
N/A et
47 write the summary of my data
N/A —

(5) To provide a summary of your data, | will analyze the key tables and provide insights based on the available information. Here's a sumn
1. Sales Data Overview:
* The "Sales_data" table contains 500 entries of sales records.
* Key columns include "Date”, "Product”, "Location”, "Units Sold”, "Unit Cost", and "Total Revenue".
* The data spans various locations such as Los Angeles, Portland, San Francisco, Seattle, and Las Vegas.
Wlth 2. Top-Selling Product:
* The "Best_Selling_Product" table indicates that "Chocolate Chip" is the best-selling product with a total of 23,614 units sold.

3. Revenue Patterns:

* Requires human proof-reading and guidance o - R
* Inability to perform highly complex tasks

X 4

B)
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add new column that for the Total Revenue for product that have Unit Cost less than 2.5 and Total Unit sold more than 1000



Gen Al for Machine Learning
Usecase | Process | imitation | Products

Non-coding
tasks:

- EDA

- Data cleansing
- Insight
extraction

- Synthetic data
generation

- Model selection

- Model
generation

- Code generation

Upload files and ask
any LLM

LLM to transfer some
knowledge, or to jump
start a smaller model

- Write requirements
- Prompt using
"reasoning" model

- LLM will respond
with step-by-step
process

- Prompt to further
generate model/code.

Limited number
and size of files

Resulting data
quality is highly
dependenton
the LLM
capability

- Limited

usage and high
cost

- The generated
code may be
mistaken, so
coding

knowledge is still

required

(Chat Ul only)
ChatGPT,
Claude

(+Data platform)
AWS, Google,
Qlik, Sisense,
Domo, Julius.ai

GPT, Claude,
Deepseek,
Llama, Gemini

GPT o1, 03-mini
Claude 3.7
Sonnet
(extended
thinking mode),
DeepSeek R1

Model Distillation

Teacher Model

Model selection using ChatGPT (reasoning mode)

Choosing the Right Model

¢ For Maximum Accuracy and Detail:
If your primary concern is detecting a small or subtle Lanna script word and inference speed is

secondary, Faster R-CNN or RetinaNet might be the best choice.

¢ For Real-Time Applications:
If you require real-time detection (e.g., on a mobile device or in an interactive application), models

from the YOLO family or SSD could be more suitable.

* For a Balanced Approach:
EfficientDet offers a modern, scalable alternative that can provide a good trade-off between speed

and accuracy.

¢ Exploratory/Research Purposes:
If you're interested in experimenting with transformer-based architectures, DETR is an innovative

option, though it may require more resources to train effectively.

Each model has its trade-offs, so the optimal choice depends on factors like dataset size, object size,

computational resources, and whether real-time performance is essential.

)
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Feature

Definition

Key
Capability

Examples

Interaction

Msagentic A

Al systems that can
act autonomously,
make decisions, and
adapt to changing
environments based
on goals.

Autonomous decision-
making and task
execution without
human oversight.

Autonomous market-
ing systems, intelligent
agents in business
processes.

To independently
solve problems and
take actions based
on goals.

Minimal - designed to
work autonomously
with limited need for
human input.

Agentic Al - autonomous
decision-making and action.
Uses multiple Al agents to
achieve specific objectives

B)
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Data Sources Career , , Internal
Job Boards Websites Social Media Databases

Autonomous Workflow @ AlAgent Qe
fOI‘ Talent ACC]UiStiOI'I LLM Knowleg Graph

https://www.akira.ai/blog/optimizing-
Orchestrator talent-acquisition-with-agentic-ai

Data Collection & Validation Candidate Sourcing & Ranking Screening & Assessment Interview Coordination Agent Decision Support & Feedback Compliance & Reporting Agent
Agent Agent gent Agent

A
. RAG
@ Data Tools @ DEomea:Itw @ RAG @ APl access @ @ +
Xp Domain
LLM LLM LLM LLM LLM LLM
Al Agent Al Agent Al Agent Al Agent Al Agent Al Agent
. -Dri i Automated Screenin Candidate Profile _
e Skills and Experience Psychometric and Skill Candidate and Manager Output
Data Validation Ma tchipng Assessments Coordination . Generate Reports

Shortlisted Candidates

v

Multiagent System & Process Orchestration for Talent Acquistion | interview scheduies | P End




Autonomous Agents For Customer Support

‘:@‘ ! v Agentic Workfow for

<~

]

customer suport

N

Customer Inquiry Channels

Master agent for
orchestration

(@ )
4

https://www.akira.ai/blog/customer-service-with-
advanced-agentic-ai

_—P

Dynamic Inquiry
Classification Agent

Classification

Classify Inquiries by

gl

Route to Appropriate
Specialist Agent

gl

g ype and Priority
Domain
LLM Al Agent
Adaptive Knowledge
Retrieval Agent
@ Retrieve Contextual
—’ Information
Domain
LLM Al Agent

Sentiment and Behavior

Continuously Update
Knowledge Base

|

Issues if Needed

Analysis Agent
Analyze Customer Adjust Response Tone
entiment and Strategy
Domain
LLM Al Agent
Security Agent
Data Privacy & Ensure Secure Handling
Compliance Guardrails of Customer Data
RULES

I Domam

LLM Al Agent Handle Routine Queries Escalate Complex

-
P N
Assist Human Agents Provide Suggestions
—> with Complex Issues & Insights

. J

v
s 3

Output Metrics

J

v

J

Increased Efficiency

Support Team

> >

Co Pilot For
issue Resolving




National Big Data Development

ECOSYSTEM
Standard
TOOLS & Technology
STANDARD Stack for
Development
Gov
Cloud

Provisioning

Online
Learning
Platforms

Research,
Development,
& Innovation
Ecosystem

Thai
Al
Collaboration

PDPA
Complianc
Tools

Gov
Data
Catalog

Data Sharing
facilitation

National
Big Data
Platform

Data
Slovernance
ction Plan

Common
Microservices

Public
Awareness
Programs

TOR Guideline
for Digital
Procurement

Service for
Spatial Data

Data

Utilization
Measuring
Guideline

Cybersecurity
Standard
and Tools
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X-ROAD

>

VS.

D-II

Similar to X-Road (Estonia), D-ll is not designed to
be a data storage system.

D-ll offers a unified and secure method for data
sharing among organizations within a collaborative
environment.

It simplifies the data exchange process, improves
security, and promotes interoperability.

Additionally, D-ll incorporates various measures to
safeguard data as it moves between the parties
involved in the exchange.

BIG DATA INSTITUTE



Data Integration and Intelligence Platform (DII)

o
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Government’s Data

Data Staging
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>
)
=
Q
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voyawda Open
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Dashboards/
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National Big Data Development

ECOSYSTEM
Standard
TOOLS & Technology
STANDARD Stack for
Development
Gov
Cloud

Provisioning

Online
Learning
Platforms

PDPA
Compliance
Tools

Gov
Data
Catalog

Research . :
Development, TR?' b Public
& Innovati Collaborati I;Nareness
Ecosyste ollaboration rograms
: Data TOR Guideline
ngglistgggﬂg Governance for Digital
Action Plan Procurement
Eliagtggfal .Commo.n Ser\(ice for
Platform Microservices Spatial Data

Data
Utilization
Measuring
Guideline

Cybersecurity
Standard
and Tools
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w

READINESS
Al Task force Infras.trt{cture Al Governance
Building Building
User Open Source Al
Infrastructure
Professional / Global Tech Al Regulatory
Innovator Infrastructure Sandbox

Developer/
Researcher

National
Research Policy

National Data
Bank

Digitalization /
Digital Government

* E-office/Paperless
* Digital ID
* ERP

Benchmark &
Standard Center

Governance
Framework

?

ADOPTION

Sectoral Al

Healthcare

Public Services

Education Tourism
Technology
Manufacturing Finance

Safety and

Security Agriculture

Enabling Factors (Incentive Programs, etc)) for Startups, Service Providers, Al Communities

High Speed Internet, Cloud, GPU, Supercomputer




Ihai A large language model (LLM) is
LLM an algorithm that’s equipped to
CollElserEiten summarize, translate,

predict, and generate human-

sounding text to convey ideas
and concepts.

Ig) Ix] depa VISTEC To build the Thai Large language
9 models, we rely on substantively

BIG DATA INSTITUTE



4 Y
Web Portal
| Direct Client Access | 4
[ File J[ Catalog }[ Payment
0 K ) Upload/Download )
5 APl Gateway/Proxy/ Load Balancing
'§ Authentication /Access Control (by roIe/Iicense)/Signed URL
S N
= Search ] File Listing Document User
o Indexing ] Access Access
(- /
o (T
3 || Bucket 1| st Bucket N
o) L Metadata
- ; Storage User Info Database
Document Storage Tech 9
- AN

ThailLLM Data Bank

Interface
Service

Connection

Data

Storage
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[ File J[
Catalog }[ Payment
o K ) Upload/Download
.c:> \ API Gateway/Proxy/ Load Balancing
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National Big Data Development
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Technology Stack
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Gov
Cloud
Provisioning

Online
Learning
Platforms

PDPA
Compliance
Tools
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Data
Catalog

Research,
Development,
& Innovation
Ecosystem

Data Sharing
Facilitation

National
Big Data
Platform

Thai Al
Collaboration

Data
Governance
Action Plan

Common
Microservices

Public
Awareness
Programs

TOR Guideline
for Digital
Procurement

Service for
Spatial Data

Data Utilization
Measuring
Guideline

Cybersecurity
Standard
and Tools
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®* Business Decisions

e Data Services

Business Applications

v
* ® Technology (IT Infrastructure)
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®* Business Decisions

e Data Services

* Business Applications

v

—* Technology (IT Infrastructure)
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“Digital” centers on

the customer. End-to-end
solution design where
customer preferences and
behavior drive technology
decisions.

“IT” is about technology:
The technology and
management required to
deliver computer systems to
support operations and

services
B



Digital Journey
Design

http://www.dicitas.com/method
/customer-journey-design/

BIG DATA INSTITUTE




Customized
Software

Changes and augmentations are
hard to implement

Data integration is hard

B) BiG DATA INSTITUTE
| ——



Platform

B)
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Platform

Process owners can develop
user interfaces and process
flows. Then use these
“services” as building block
to build software.

A platform provides the
building block called,
“Micro services”.

BIG DATA INSTITUTE



Example Centralized Services

 |dentification, Authentication
* Digital ID

* Digital Signature

* E-Payment, E-receipt

* Wallet

* Data Catalog

BIG DATA INSTITUTE



National Big Data Development

ECOSYSTEM

Standard
Technology

Stack for
Development

Gov
Cloud
Provisioning

Online
Learning
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Tools

Gov
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Development,
& Innovation
Ecosystem

Data Sharing
Facilitation

National
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Platform

Thai Al
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Common
Microservices
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®* Business Decisions

e Data Services

Business Applications

v

—* Technology (IT Infrastructure)
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Data
Governance
Committee

/@c
¢
Ma tter Ex o] e“'e

A Key to Unlock the

Possibility of Being a Data-
Driven Company

“DATA GOVERNANCE”

Focuses on establishing clear accountability
for digital/data strategy, policy, and
standards.

BIG DATA INSTITUTE



Data Governance

 Ownership and Accountability — Who does the data belong to, where to get
data from?
* Define clear roles and responsibilities
* Assign ownership
* Ensure accountability

Security — To ensure that no one could steal the data.

Quality — Complete, accurate and usable to be suitable for generating
insights.

Accessibility — How easily and quickly to access the required data?
* Consistently rely on it?
» Use it for reporting and analytics?
* Locate and gain access to it?

Knowledge — To motivate everyone to be excited to learn and adopt data

overnance. o
’ ),



Security Control

What data ?

Who owns it ?

How often is it updated?
Where’s it from ?

Data Governance




The Triangle

IT needs to find the balance
between

* Maximizing the usability of the IT
environment

* Minimizing the risk of security
breaches

* Optimizing the functionality of the
system

Ref: http://www.miracle.is/security/

Security

Functionality

Ease of use

BIG DATA INSTITUTE




Security Effort

Prioritize information assets and related risk
Provide differentiated protection for the most
important asset

Integrated cyber resilience into agency-wide
process

Respond to incidents holistically, reinforced
with realistic testing

Educate and train all parties

Deep integration of security into technology
environment

Employ active defense

BIG DATA INSTITUTE



Threats from employee
behaviors

 Email, chat, social media

 Thumb drive

* Login/password, 2FA

* Unsecured WIFI connection

* Viruses and Malware deployment

* Key: Must educate your own people
on basic attacks through daily used of

software
Fight Cyber Attacks

BIG DATA INSTITUTE



Security Control

What data ?

Who owns it ?

How often is it updated?
Where’s it from ?

7

-
—

Quality Contr

=)

Data Governance




Criteria Me aning

Accuracy Jata is free of errors and correctly represents the real world

Consistency uniformity of data across all systems within an organization

Availability The ability to access and use data in a timely and reliable
manner
Completeness Dataset contains all the required information

Conformance Data adheres to the standards defined in a data governance

policy
Credibility Data is accurate and from a reliable sources

Processability Data can be used and processed by IT systems
Relevance Data is good for organization's intended use

Timeliness Data is up-to-date and available when it's needed

Data is suitable for organization’s context of use

BIG DATA INSTITUTE



Security Control Access Control

What data ?
I Who owns it ?

How often is it updated? Data GO\Ie Ynance

Where’s it from ?



Usage: Who Can Use the Data

* Define Users and employee roles map to data sensitivity rules
* Review and update the map regularly

Access Profile

Confidentiality

Requi i Classification Label Minimum Controls
Low OFFICIAL Profile Type 1, 2, 3, 4
Medium SENSITIVE Profile Type 1, 2, 3
High PROTECTED Profile Type 1, 2

Profile Type 1 and Top

National Security Information (NSI) Management




What is “Personal Data” ?

> ! ‘ souad>uunna (Personal Data)
YayaaIuinna (Personal Data) U3 6 gaduy

VoaaiwaiuyaaaiinTiEs-uduanald
a— . '

Taidmraasadoniadon ty

Information about a person that can identify that individual asasukany
either directly or indirectly, but excluding information about = .
deceased individuals specifically and excluding information a8 o =

it o 2 &
about legal entities. For example: name, surname, address, o Aovd o
phone number, email, etc.

v @ Q@

wafinsspiama  UssBdorsannssy  Vopladvand

P & © & & & 0 @

L

ei’fmqgamuyﬂﬂaﬁéau‘lm (Sensitive Personal Data) U1M31 26
Information that requires special care in collection or processing, such as race,

ethnicity, political opinions, religious or philosophical beliefs, sexual behavior, criminal
history, health information, disability, union membership information, genetic data, and

biometric data. The law provides stricter protection for sensitive data compared to
ordinary personal data. BR)

WopRALATY VOULAYAAL
Tiilvioyaduanaoungiepvi

P & @



Hashing Immigration Data

Data without

Identification
Mechanism to

change ID into
gibberish

aloyadudu AloyasEae
=8 Jan2023 Sep 2024

Bdauly - | sty .

2‘ & v afdEuFTaoasEA N INATINANoRa Y
i dninauananuaiuilas (Fauachusiuduf 1 unse 2023)

| = —
ooo= e ——
) =—
Immigration /1 TRAVELLINK = B
/
Server KA S
// / |
/ ; |
o . I

Other Platforms/
Systems/Apps R)
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Basic Definitions w1451 6)

* Data Controller — Organizations, government
agencies, and entities that have the authority and
responsibility to decide and control the objectives

and methods for processing and utilizing personal
data.

® —]=
=.7 *Data Processor - An entity that acts on behalf of the
|" data controller in the processing of personal data.

* Data Subject - Owner of personal data.

BIG DATA INSTITUTE



Processing Agreement
-z

Legitimate Legal Duties

Consent Contract benefits

)\ .— Government agencies should consider

Research &
Statistics

State Vital Interests

Missions

BIG DATA INSTITUTE




To do first

A company should

- Form a data team so that this project has an owner from day 1. Data
team will be responsible for drafting the data policy for the
organization

« Catalog data sets : Select the data sets that are critical to your
organization

Then ..

« Data Classification
 PDPA compliance
* Open Data

Note: Attempt to govern all data in your organization in the first phase
can be costly.

L]
I g) 73
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Data Sets Selection

1. Cataloging fundamental data: List all data in current databases (including getting
metadata from data dictionaries)

2. Cataloging data for analytics: List data that meet organization’s
requirements/plans/policies/strategies
* Organization KPIs
* Reqgular reports

* Frequently asked questions from top managements

* Workshop to gather possible questions from management and list data that may
answer those questions.

« Data may not be readily available -> roadmap to gather more data can be derived
from this catalog

« Assign data owner (to define common data format/method/etc.) for selected data sets

BIG DATA INSTITUTE



Data Driven Decision

Foresight
a view cf the future)

Ad hoc reports

Data Data
Informed Driven
v

You distrust You don’t care You use it only You use it to
data and avoid  aboutdataand  when it supports shape and
using it have no need your opinions or  inform all your B)'

Standard reports

| ,[ P’.‘\
(after its occurrence

1}) BIG DATA INST#TUTE decisions dedisions




Internal Management System

Digital System Internal Data System Digital Governance

IS policy &

ERP-Odoo BDI Warehouse BCP & DRP

Data Gov Policy

1ISO27001

(vu waq nstou) CEEE

(ROPA PDPC)

Security
awareness

Core HR

Privacy Policy

In-house App

(Welfare, Inventory)

Strategy Dashboard Security System & Protocol

Firewall

Jira (HRM
( ) (Fortigate)

End Point Management (Intune) & DLP
(Data Loss Prevention)

gnsAdas Mapping

Vulnerability Assessment scan
(Nessus)

Roadmap to 70

Vela (Evaluation) Password Management

lAsvnNas Backup (Veeam) SIEM log & Log analysis (Fortianalyzer)

E-office
(Saraban, E-meeting,
Reservation)

adamu (vu, KPI, mavaAu) SOC Hashing services & KMS

B)
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Health Link

The Health Information Exchange System (HIE)




TTTTTTTTTTTTTTTT

Challenges in Countries with Fragmented
Healthcare Systems

Healthcare data are governed by complex rules
and legal requirements that can be difficult to
create a single data system

Data governance to work under Personal Data
Protection Act

Multiple Hospital Information Systems Private

Providers




Hospital Information
System (HIS)

Pharmacy

Personal Health

I +I I I Primary Care Laboratory Record (PHR)
il
15 1}
Health
HIS-A Information —
86 Exchange

iifalls (AH'D :
alals ONFHIR [ ) _

HIS-B j

N—

Specialists Health Plans @D ! !
L

Hospital Telemedicine
Hospital Information System (HIS) .
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Health Link HIE

Decentralized Model

Not storing health records

Exchange

Exchange
Zone

Provider A

Respond with data

Request for data

o

Mechanism <

g m gl . » Send data Request for data
Provider B Exchange B
Zone e
s“‘o‘
Qeo‘\)e 666\.3
y/. }‘ e Forward Request
ooo .
<|2as| B {7 and Response
o|ooo|=
e ——
Provider. C Exchange

Zone

Provider D

B)
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v,
X-ROAD" Health Link

2

Similar to X-Road (Estonia), Health link is not designed to be a

data storage system.

Health Link offers a unified and secure method for data sharing
among organizations within a collaborative environment.

It simplifies the data exchange process, improves security, and
promotes interoperability.

Additionally, Health Link incorporates various measures to
safeguard data as it moves between the parties involved in the
exchange.

BIG DATA INSTITUTE



2B

The public registers and

gives consent

@
whav

Overview of Usage

Healthcare facilities
exchange data according to
the standard framework.

AHLTFHIR

Doctors access the Web App by
verifying their identity with the
Professional Council system.

;’@’; MD eService
?}6 é«/ iy Em

B)
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®  Health Link : HIE

Health Link : Refer
(BKK)

| |
| |
Health Link L = J
| |

~|  Health Link : PHR API
Health Link API
Specification

[@ NHSOW Al for Auditors
National Health Security Office |
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Information Delivery to Doctors and Pharmacists

B)
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Primary Care

Health Link
Electronic Referral

E-Refer

* Symptom summary and early diagnosis n
* Referral No.

> ? : W :

Patient Health Record Secondary

(ﬂJJ Care

Health Link
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Health Link
PHR
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PDPA — Health Link Compliance

Consent — Patients or data owners must give their consent for the hospital to submit their data into the system.
Public Benefit — Service users permit access to their data when requested (via App or OTP).

Data Processing Agreement (DPA) — A DPA has been prepared and signed (including a Record of Processing Activities -
ROPA) between the Data Controller and Data Processor involved in the project.

Privacy Notice — A privacy notice has been prepared and publicly disclosed, divided into categories such as patients,
doctors, hospital staff, other related professionals, and general users.

Data Protection Impact Assessments (DPIA) — DPIA has been conducted to evaluate risks related to personal data
within the system.

PDPA Audit — An audit is performed to ensure that data within the project is protected according to PDPA.
PDPA Consultant — A consultant is available to provide advice on PDPA throughout the project.
Incident Response Protocol — A protocol is in place to respond to personal data breaches when they occur.

Literacy & Awareness — Training and seminars are organized for project staff to raise awareness and understanding.




Security in Health Link n

Citizens and doctors are authenticated.

Data is encrypted during transmission and within the database to protect confidentiality.

Server locations are hidden, and firewall rules are set to restrict access, preventing DDoS attacks.
Data is stored separately and services are segmented to limit impact in case of system breaches.
Data backups are performed to protect against ransomware and data loss.

Cloud, which complies with ISO 27001 standards and maintains a minimum SLA of 99.8%.

System security is regularly audited, including personal data protection audits.

The system can restrict the operational time for doctors.

© ©® N O U A WN =

User access can be limited by restricting IP ranges for each healthcare facility.

o

. User access is monitored through device information (Browser fingerprinting).

1. Penetration testing is conducted through personnel processes, and information systems to
ensure system readiness and incident response capabilities.

12. Unusual behavior detection and data retrieval blocking are implemented.



Data-driven for

Health Promotion

Develop tailored prevention and promotion plans
against NCDs for each area in Bangkok

Plan house visits for individuals with health issues and plan p
recommendations for healthy people in each area.

Collect behavioral and environmental data across the country and correlate
with patient claims for area-based health promotion strategies

Assess budget allocations for health initiatives to optimize spending
efficiency and balance budget planning aimed at reducing patient numbers

BIG DATA INSTITUTE



Community health assessment
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https://bi.nhso.go.th/views/HSV_hs_edited/House_surveys?%3Aembed=y
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vV
TRAVEL LINK

Platform that uses Al and Statistics to process big data in
traveling business. Analytics results are served in the form of
dashboards to Thailand’s traveling industries.
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Smart Data Platform for Tourism (Travel Link) °
» 13)

A platform that uses Al and statistics to process large-scale tourism data from multiple
sectors to provide services to entrepreneurs in the tourism industry for business
development.
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Our Analytics

Tourist Journey
* Tourist Entry
e Visitors (Domestic Flight)
* Mobility Data
e Accommodations
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